Memorandum of Agreement Between Colorado Department of Public Health &
Envirenment
and the US Environmental Protection Agency
TRI State Data Exchange

1 Overview — Exchange of TRI Data

This agreement is a voluntary agreement between the Colorado Department of Public Health & ,
Environment, hereinafter referred-to as CDPHE, and the US Environmental Protection Agency, with the
US Environmental Protection Agency, Office of Information Analysis and Access actingas a
representative for the Agency and hereinafier referred to as EPA, for the exchange of Toxics Release
Inventory (TRI) data via the National Environmental Information Exchange Network, hereinafter
referred to as the Exchange Network. '

2 Purpose

The purpose of this Memorandum of Agreement (MOA) is to outline. the specific roles and
responsibilities between CDPHE and EPA for the purposes of successfully transmitting TRI data via the

Exchange Network. _
- This agreement does not supersede any cxisting agr_éemént betwlee_zlz_ CDPHE and EPA, nor any future

Memoranda of Agreement between CDPHE and EPA. _
3 Background ' : o S i F o
In 1986, the Emergency Planning and Comthunity Right-to-Know Act (EPCRA) wis enacted including

Section 313, which created the TRL. Under Section 313(a) of EPCRA, certain covered facilities are - - ¢ 2 b 1%

Tequired to.submit annual toxic chemical release forms to EPA and to “an official or officials ofthe - o
State designated by the Governor.” 42 USC § 11023(a). This project is intended to allow TRI facilities
to report to both EPA and their State simultansously with one action, fulfilling their statutory duty to. © -
Teport to-both EPA and the State and reducing burden on the facilities. : ;

When submitting TRI data, facilities may choose between several mechanisms of transmission including
via EPA’s web services node, the Central Data Exchange (CDX). When a facility reporting to TRI
chooses to submit data through & means other than CDX (e.g., paper, diskette), the facility is responsible
for submitting the data separately to both EPA and CDPHE. Non-CDX transmission mechanisms fall
outside the parameters of this agreement. In these instances, no data is pushed from EPA to CDPHE as
described below.

EPCRA requires that EPA “establish and meaintain in a computer data base a national toxic chemical
inventory based on data submitted .. under this section.” 42 USC § 11023 (). EPCRA is silent as to

policies that govern the use of data received by the state. This agreement does not cover any additional
reporting eclements that may be required under CDPHE law.

4  Participant Responsibilities

This document describes the TRI data exchange, which consists of a one-way transfer of data via the -
Exchange Network. The data is initially submitted by a facility reporting to the TRI program via EPA’s
CDX using the TRI-Made Easy (TRI-ME) reporting tool. From CDX, the data is date-stamped and
converted into a TRT XML format and then automatically transferred to the CDPHE node. The
exchang_e uses a “push” model in which the “raw” data entered by a TRI facility into CDX is



4be data 1s transferred on a facility-by-facility basis as jt i
responds 1o 2 successfully-submitted report by sending transaction identification number back to the
CDX node. If the initial push of data to the CDPHE node fails, CDX will resend the submission based
on its standard operating procedures. :

43 Use of Data, Access to Data

- Exchange Network protoeo] and spaciﬁééﬁqné. CDPHE may use this data as defined by CDPHEs - - ¢ Hoas
business processes. At EPA, CDX archives a copy of the submitted data and forwards the data to the. % 4

, Toxic_§-R§l§as§,Inge§1tqg Sys?;en_:g_('.l"_RIS) for processirig by‘the TRI Program Division, - S S ¥y

Participants in'the TRY data exchange aré'lirnited to TRI reporting facilities, which are registeted with v,

+ "CDX and the CDX system. Within the sami_r'eiboundaxicsof the data‘exchange outlified i this MOA, "+ . -
access to submitted.facility data is limited. exclusively to these parties. Afier transmission the.data will. _

* beavailable as described in each agency’s information policy. Boogr 2 slam A, .

44  Data Elements

The TRI data refetred to in this document includes the data ¢lements fonnd on TRI Form R and A
Certification Statements. Thege data clements are described in the TRI Flow Configuration Document
(FCD), which serves s the technical reference for the TRI data exchange. Because the data is
automatically forwarded from CDX to the CDPHE node without any intervening data quality validation,
the only metadata that is attached is the received date of the submission, '

4.5  Standards and Technology
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4.6 Security

The data exchange s encrypted by the EPA-CDX for security purposes. The data exchange includes
certification in the form of an electronic signature from the facility reporting to the Toxics Release
Inventory Program. The data js formatted in the TR] XML schema that is registered with the Exchange
Network and is sent from EPA’s CDX Node to the State Node using secure protocols. A step-by-step
description of security authentication is availabie in the FCD.. -



defined by Section 322 of EPCRA and confidential business information or trade secrets submitted to
support a Section 322 trade secrecy claim is not transmitted over the Exchange Network as these data
may not be submitted using the €DX. Sec 42 USC § 11042,

47  Data Source and Data Quality

The data source is the TR] data reported by TRI facilities that opt to use EPA’s TRI-ME reporting tool
beginning with Reporting Year 2005 data. Revisions to previous years’ submissions are not
automatically transferred to the CDPHE node as described in this agreement. Revisions to Reporting
Year 2005 and subsequent years' data will be automatically transferred to the CDPHE nodec.

' EPA and CDPHE agree to cooperate to ensure that the data being exchanged is an accurate and
complete replica of the data submitted as certified by the reporting facility. The process outlined in the
section Dispute Resolution applies to reconciliation of data duplicates, discrepancies, or other quality
issucs. Individual submissions are tracked using a transaction identification number supplied by CDX.

4.8 Data Timeliness

received will act as the date-received for CDPHE.
4.9 - Data Reconciliation . : B =¥ - :, g g
“If atany time one of the partuers finds a.techiical problem with accuracy, completeness, or timelimess of:;.-

. - facility datafo CDPHE.
410 Dispute Resolution

administrator agrees to contact his or her counterpart, either by telephone, email, or in writing. If the
data administrators cannot resolve the dispute within two weeks, they agree to bring it to the attention of
their immediate supervisors. '

5 Financial Arrangements

All commitments made in this agreement are subject to the availability of appropriated funds and budget
priorities for EPA and CDPHE, Nothing in this agreement, in and of itself, obligates EPA or CDPHE to
expend appropriations or to enter into any contract, assistance agreement, interagency agreement, or to
incur other financial oblj gations. Any endeavor involving reimbursement or contribution of funds
between the parties to this agreement will be handled in accordance with applicable laws, regulations,
and procedures, and will be subject to separate subsidiary agreements that will be effected in writing by
Tepresentatives of both parties, '

EPA or CDPHE may not endorse the purchase or sale of products and services provided by private
organizations that become partners in this effort.

6 Period of Agreement

. - submissions, they should alert the other party. If technical problems cannot be resolved in a timelyr. o1 1 e
 ‘manner for rétransmission to'the CDPHE node, another method -of transnﬁés_ion will be used to: fonym'd UV



1S agreement becomes effective on the date of sighatures by both parties and continues until modified
by mutual consent or unless terminated with 60 days written notice by either party. Partners should
review this agreement periodically, at least once peryear. They should amend or revise it as changing
needs, conditions or technology warrant,

7 Legal Framework - Disclajmer

The following individuals have been identified as points of contact within each participating agency:

CRPHE Primary Contact ‘ EPA Primary Contact E
Name = Kirk Mills - Name Ingrid Rosencranty
Title SARA Title IiT Coordinator Title TRI Exchange Network, Project
Agency Colorado Department of Public Lead :
Health & Environment Agency EPA/OEVOIAA/TRIPD
Phone (303) 692-2977 - | Phone (202) 566-0961
Email ,kirk.mﬁls@statg.gp.us‘,\_l - rate o | Emadl Tosencrantz.ingrid@epa.gov
.| CDPHE Altemnate Contact. - L | EPA Alternate Contact
Name Jill Cooper . oo o oo | Name  Dipti Singh .
., | Title -_ZIDifevctb_r;f_Si:_s‘t&in‘labilj‘ty Program - “Title ‘Chief, Information Outreach
.| fsgency Colérao Department of Pube Byt R
| Health & Environment -~ - - “Agency EPA/OEV/OIAA/TRIPD :
Phone  (303) 692-2007 . |Phome’ (202) 566-0739 |
Email jill.cooper@state.corgs ° Email  Singh Dipti@epa.gov ‘

9 Approvals _
Colorado Department of Public Health & Environment

@ W | -chéé L6

Dennis Elljs, Executive Director
ﬁf//ﬁé

Michael Flynn, Dir., O @ Information Analysis ang Access Datd

US EPA Office of Environmenta] Information




Addendum to Memorandum of Agreement Between Colorado
Department of Public Health and Environment and the US
Environmental Protection Agency
TRI State Data Exchange:

Addressing Diskette, Paper, and First-time CDX Filings

1 Overview — Exchange of TRI Data

This Addendum to the Memorandum of Agreement Between Colorado Department of
Public Health and Environment and the US Environmental Protection Agency for the TRI
State Data Exchange is a voluntary agrcement between Colorado Department of Public
Health and Environment, heteinafter referred to as the State, and the US Environmental
Protection Agency, with the US Environmental Protection Agency Toxics Release
Inventory Program Division acting as a representative for the Agency and hereinafter
referred to as EPA, for the exchange of Toxics Release Inventory (TRI) data via the
National Eovironmental Information Exchange Network, hereinafter referred to as the
Exchange Network.

2 Purpose

The purpose of this Addendum is to expand the scope of the initial cxchange to include
facility reports submitted on diskette, or paper, or reports submitted by facilitics using
CDX for the first time. EPA must take additional processing steps to enter and/or format
the data received in this manner so it can be electronically forwarded to states. Therefore,
this type of submission is not a simultaneous submission to the state and does not
constitute official submission to the state agency. Facilities must continue to submit
separate reports directly to their state.

This agreement does not supersede any existing agreement between the State and EPA,
nor any future Memoranda of Understanding between the State and EPA.

3 Background

When submitting TRI data, TRI facilities may choose between several mechanisms
including submission via EPA’s Central Data Exchange (CDX), submission via diskette,
and submission of paper forms.

When aIRI facility submits TRI data through CDX (via TRI-ME) and the facility’s state
1s a participant in the TRI State Data Exchange, the facility’s data is simultaneously
submitted to both EPA and their stats and the facility’s statutory duty has been met.

When a TRI facility submits TRI data on diskette, paper or through CDX for the first
time, a second data flow allows the data to be forwarded to the State. The intention of the
second data flow is to reduce the data processing burden on participating states. For this

Addendum to Address Diskette, Paper, and First-Time CDX Reports for TRI State Data
Exchange 1



4 Participant Responsibilities
4.1 Data Exchange Mechanism and Schedule

As described above, this Addendum only addresses diskette, paper and first-time CDX
reports aud their respective data flows. '

These reports are initially sent to EPA'bya TRI facility via paper or diskette.or by a
facility filing using CDX for the first time. . =

Reports Filed Via Diskette
TRI data submissions that are received on diskette (or other electronic media such as CD-

ROM) at the TR] Data Processing Center (DPC) will be will forwarded directly to the
CDX node prior 10 being loaded into the Toxics Release Inventory Information System

Reports Filed Via Paper

* Certified TRI reports submitted via paper are entered into TRIS and processed (e.g.,
including undergoin g data validation checks, data quality checks, facility reconciliation

First-Time CDX Filers

All facilities may use CDX to submit their data however, for facilities using CDX for the
first time a wet-ink signature must be mailed to the Agency for certification purposes. (In
addition, for facilities filing for the first-time in any format, a TRIFTD must be assigned

Addendum to Address Diskette, Paper, and First-Time CDX Reports for TRI State Data
Exchange 2



to the facility before data is uploaded to the TRIS processing database.)' Due to this extra
processing step, the data cannot be simultaneously forwarded to the State through the TRI
State Exchange Network at the time the facility submits it through CDX. Instead, the
data will be loaded into TRIS, if needed a TRIFID will be assigned, and the data will be
processed. The data then will be extracted in XML form, sent to CDX and subsequently
forwarded to the State’s node. A flag will be attached to the data to indicate the data
origin (first-time CDX filer).

The data received through the methods listed above are transferred on a facility-by-
facility basis as received and processed by EPA. The State node responds to a
successfully submitted report by sending a Transaction ID back to the CDX node.

4.2  Data Stewardship

The stewardship responsibilities of the two parties are deseribed and acknowledged by
this agreement. EPA agrees to be the steward for all TR] data submitted through the
Exchange Network to the State. The State maintains oversi ght responsibility for this
data. Bach party agrees to provide notification and documentation to the other partner
when either decides that data quality, completeness, or timeliness has fallen short of
expectations.

43 Useof Daté, Access to Data

CDX transfers TRI data to the State node according 16 the protocols established in the
published Exchange Network protocol and specifications.: €DX also retainsia copy of the
submitted data for processing into EPA data systems. The State may use this data as
defined by the State’s business processes. " LN B 3

- N o
Note, however, that the data from reports filed via paper, diskette, or from first-time CDX
filers has not been compared to analogous data the State should have received separately
from each facility. Althongh each facility must submit the same data to both the EPA
and the State apart from any additional data required under State law, EPA has no way to
verify that the data EPA receives is the same as the data the State receives. EPA provides
data to the State prior to public release to allow the State's internal use, such as data
reconciliation or early insights into changes in the data. -

4.4 Congsultation

The State agrees to consult with EPA, specifically the TRI Program Division Director,
before releasing to the public EPA's version of papet, diskette, or first time CDX filer
data electronically forwarded to the state. Consultation should be documented in writing
and address the State's plans for rcleasing the data including when and why they plan to
release the data, and any major issues or findings.

4.5 Security

Addendum to Address Diskette, Paper, and First-Time CDX Reports for TRI State Data
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11042. Confidential business information or trade secrets are managed by EPA in a
separate processing system mecting CBI requirements.

4.6  Data Source and Data Quality

For paper, diskette and first-time CDX reports, the data sonrce is TR] data reported by
TRI facilities beginnin g the year this addendum is signed. Revisions to previous years’
submissions are not automatically transferrcd. EPA and the Statc agree to cooperate to
ensure that the data being exchanged are an accurate and complete replica of the data
submitted to EPA as certified by the TRI facility. Note that the data from repotts file via
paper, diskette, or from first-time filers sent under this program represents data that
facilities have submitted to EPA. Facilities are also required to submit this data to their
appropriate State agency. To. fulfill its federal reporting requirements, the facility must
submit the same data to both the EPA and the State, apart from any additional data
required under State law. EPA makes no claims as to the consistency between the paper,
diskette, and first time CDX filer data EPA transmits to the State via CDX and the paper

using a Transaction ID supplied by the State node.

4.7  Data Timeliness

Data that is submitted on paper, diskette, or by first-time CDX users is converted to XML
and pushed from CDX to the State node as they are processed by the TRI Data
Processing Center on a facility-by-facility basis. States recejve these data separately from
this exchange and should consult 0SC separate submissions for enforcement purposes.

48  Data Elements, Standards and Technology, Data Reconciliation, Dispute
Resolution, Financial Arrangements, and Period of Agreement

The topics identified above are addressed in the main section of the MOA.

Addendum to Address Diskette, Paper, and First-Time CDX Reports for TRI State Data
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5.0 Pui'nts of Contact

The following individuals have been identified as points of contact within each

participating agency:

[State] Primary Contact

Name Kirk Mills

Title SARA Title IT Coordinator
Agency Colorado Department of Public
| Health & Environment

Phonc (303) 692-2977

Email kirk.mills@state.co.us

EPA Primary Contact

Name: Ingrid Rosencrantz

Title: TRI Exchange Network, Project Lead
Agency: EPA

Phone (202) 566-0961

BEmail: Rosencrantz Ingrid@epa.gov

[State] Alternate Contact
Name Jill Cooper
Title Director, Sustainability Program

Health & Environment
Phone (303) 692-2007
Email- jill.cooper@state.co.us -

Agency Colorado Department of Public

EPA Alternate Contact

Name: Dipti Singh

Title: Chief, Information Outreach Branch
Agency: EPA

Phone: (202) 566-0739

‘| Email: Singh.Dipti@epa.gov

9 Approvals

Colorado Dep

Dennis Ellis, Execu _

US EPA Headquarters ;;

/2 YA
IT_.‘):atc
1’5 /30 o6

Michael Petruska, Division Director,
Toxics Release Inventory Division,

Office of Information Analysis and Access
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